
  

 

Abstract—Considering the recent Internet-based attack, 

many organizations are so focused on firewall and web server 

security. As a result, many organizations fail to realize the 

looming threat of attack from the inside. Based on recent few 

studies it could be said that insider attacks represent the most 

prevalent of all threat. More complicated issue is that insider 

attackers are not detectable with only the classic cryptography 

based techniques. In an organization employees used to login by 

ID and password. But password is not enough strong to 

maintain its privacy in this era of technology. In this paper the 

proposed algorithm considers multiple attributes of user 

keystroke dynamics which in addition of traditional 

authentication has applied in an organization for distinguishing 

one user than another. In earlier studies of keystrokes, we 

observed degree of disorder for keystroke duration and latency 

and their uniqueness. Along with standard deviation of 

keystroke duration feature, we proposed this algorithm which 

helps to find an internal attacker easily. More over it is done 

without letting inform any user and without use of any extra 

hardware. The obtained experiment result disclose that even 

though internal attacks can’t be eliminated but based on 

keystroke dynamics values internal attackers can be identified. 

 

Index Terms—Keystroke dynamics, biometrics, degree of 

disorder, digraph, key-pressed duration, key flight time.  

 

I. INTRODUCTION 

According to the 1999 Computer Security Institute/FBI 

report, 55% of respondents reported malicious activity by 

insiders. Although it seems like science fiction, insider threat 

[1] has been prevalent throughout the course of information 

technology. Depending on the goal of the attacker, damages 

could range from malicious tampering to loss and 

unauthorized distribution of proprietary assets. If insider 

attacks still seem unlikely, consider that insiders make the 

most qualified culprits when it comes to information 

compromise. After all, insiders have the means to access the 

information we protect so vigilantly from attackers on the 

outside. Along this line of thought, we must challenge 

ourselves to not only secure information in transit (i .e. 

HTTPS/SSL) but also secure destination points, which are 

accessible to insiders (i.e. database security). It could be said 

that insider attacks represent the most prevalent of all threat.  

Instead of reliance in technology, business operation and 

information protection is at the mercy of human compliance.  

The insider attackers are severely destructive to the 

functioning of a network. For example, an insider attacker 

can easily fabricate a false event report to mislead the 
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decision makers, or keep injecting bogus data to cause 

network outage, etc. Conventional methods such as 

encryption, authentication, etc., have the ability to verify the 

correctness and integrity of an operation, but could not 

eliminate all attacks, especially the insider attacks. An 

internal adversary can easily modify and forward with access 

to the valid cryptographic keys. An insider attacker detection 

scheme must be designed to ensure many of the 

mission-critic applications. 

 

II. MOTIVATION 

So why do insiders risk their livelihood in order to attack 

the organizations that employ them? In many cases, inside 

attacks are attributed to behavioral conditions. Insiders attack 

not for vengeance but for the sake of testing their skills or 

causing mischief. While they seem harmless, such attackers 

should be treated as seriously as any other threat to 

information assurance. Attackers with a financial motive may 

use their access to steal proprietary information and even sell 

trade secrets to competitors. Although it’s every security 

professional’s nightmare, corporate espionage does occur. 

While insider threat may never be eliminated, it is worth 

noting that risk-mitigating countermeasures do exist. Such 

measures include re-verification, security awareness, security 

policy, compliance activity, and physical security [2]. When 

countermeasures become futile, it is important to have an 

incident handling process in place. For those who value 

confidentiality, integrity, and availability, it is important that 

security efforts be focused around all aspects of the 

enterprise. 

 

III. OVERVIEW OF THE KEYSTROKE CREDENTIAL 

The art of identifying author on a written text by analyzing 

typing rhythms is called Keystroke dynamics [3]-[4] which is 

much like to recognising handwriting. 

In such recognition systems, several things can be 

analyzed: time between key-pressed and key-released events, 

break between two different keystrokes, duration for 

digraphs and trigraph and many more. In other words not 

what is typed, but how it is typed is important. These 

characteristics of typing patterns are considered to be a good 

sign of identity and therefore may be used as biometrics for 

human identification without the knowledge of user and 

without any extra hardware. Keystroke verification 

techniques can be divided into two categories:  

1) Static and  

2) Continuous.  

Static verification approaches analyze keyboard dynamics 

only at specific times, for example during the logon process. 
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Static techniques are considered as providing a higher level 

of security than a simple password-based verification system. 

In this paper which is an extension of our earlier work to 

provide a sufficient level of assurance for identifying internal 

attackers in an organization by comparing their biometric 

credentials [5]. 

A. Remarkable Issues Related with Human Typing 

There are several important points which are valuable 

when the user presses keys on a Keyboard. Those issues are: 

1) Pressure used when hitting keys while typing (requires a 

special keyboard). 

2) Latency (the time between two consecutive keys 2). 

3) Duration (the time in which the key is held down). 

4) Finger placement (the place where the finger is placed on 

the key or even the angel of the finger when pressing the 

key) in this case a camera is required. 

5) Finger choice (which finger is used for which key of the 

keyboard).  

Most of the applications measure the first two features: 

duration and latency. In this paper we will use both features 

to identify the attacker.   

 

IV. RELATED WORK SURVEY 

Rand report in 1980 inspired by individual unique rhythm 

when they sent telegraphs. It is from this groundwork that the 

concept of a digraph was described. A digraph is a pair of two 

keystrokes and the time elapsed between the typing of the 

first and second keystroke. The study recorded digraph size 

for the participants and measured: mean variance, kurtosis, 

and variance. A simple t-test was used to classify a user. The 

statistical analysis indicated that keystroke analysis was 

definitely a feasible biometric. After the Rand report, more 

experimental studies were conducted that establish the 

relevance of digraphs in identifying user typing signatures. In 

1985, Umphress and Williams conducted a more thorough 

experiment and gave more credence to the idea that keyboard 

dynamics was viable [6]. These studies used statistics to 

compare a claimant typing sample against a reference profile 

in order to classify users. Garcia's 1986 patent [7] described a 

scheme where users typed their names in order to 

authenticate. Three years later, a patent was granted to Young 

and Hammon [8] for their description of a keystroke 

authentication method. This patent mentions the use of 

keystroke latencies and keystroke pressures as important 

measurements of keystroke behavior. After the first studies 

concluded that keystroke authentication was feasible, 

researchers begin designing experiments that would make 

keystroke dynamics a more practical tool. Brown and Rogers 

also decided to take a more practical approach in their 1994 

study on keystroke authentication [9]. Their research was 

also the first to examine the use of neural networks as a 

method of classifying claimant vectors. Monrose and Rubin 

recognized the shortcomings of both neural networks and 

statistical/mathematical strategies [10]. Mathematical 

methods which require the storing of numerous reference 

profiles may suffer from long search times. Monrose and 

Rubin addressed this issue by clustering user profiles by 

typing speed. 

V. PROPOSED METHOD 

Through this article we showed that internal employee’s 

keystroke information is one countermeasure for internal 

attacker detection. Each user keystroke pattern will be 

registered with the system. From the important features for 

each user profile will be generated. All user profile will keep 

in database and in future will be compared with the attacker 

keystroke signature for verification and conclusion. 

As in our proposed method every user has to register and 

login with one fixed string in terms of password or else to 

give keystroke pattern to the system. We targeted that 

common field to extract keystroke events values. While user 

will type password or fixed text, key event timing will be 

captured and processed to get qualified values for matching 

in future. Depending on the matching value attacker will be 

identified. 

 
Fig. 1. Working flow of biometric identification methodology 

A. Features Extraction of Keystroke Timings: 

When a user used to type anything on the keyboard, he/she 

used to leave some important timing information for each key 

handled like key pressed timing and key release timing. 

Based on these timing duration feature of keystroke 

calculated as, the time, how long held down each key while 

typing. Another important criteria of key event considered in 

our study is diagraph. Digraph is a term defined as two keys 

typed one after another. In this paper the duration of a digraph 

is measured between the press event of the first key and press 

event of the second key. Trigraph, defined as three keys typed 

one after the other. The duration of trigraph is measured 

between pressing or releasing event of the first key and 

release or press of the third key.  

The figure drawn below shown how to measure the 

duration, digraph and trigraphs from the key events. 

 

Fig. 2. Timing events of keystrokes. 

In the below figure one pictorial representation has given 

for a chosen password having 8 characters. Through this 

graph we plotted both duration and latency value for each key 

in the fixed string. 
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Fig. 3. Pictorial representation of key-pressed timing of password. 

B. Degree of Disorder 

Degree of disorder [11] (or, simply, the disorder) of V in an 

array V of N elements with respect to its ordered 

corresponding item V1 can be computed as the sum of the 

distances between the position of each element in V and the 

position of the same element in V1.  

Therefore, a sorted array V has a degree of disorder [11] 

equal to 0 when the elements in array V1 to which V is 

compared is in same order. We have the maximum disorder 

for an array V when its elements are in turn round order with 

compared to the elements in array V1. It is easy to see that 

such value of disorder is given by: 

The formula to calculate disorder is 

2

|| 2V
  (if | V | is even)   Or   

2

)1|(| 2 V
 (if |V| is odd) 

Normalization of its degree of disorder is done by dividing 

it by the value of the maximum disorder of an array of N 

elements. In this way it is possible to compare the disorder of 

arrays of different size. It is clear that, for any array V, its 

normalized degree of disorder falls between 0 (if V is ordered) 

to 1 (if V is in reverse order).  

C. Calculation of Standard Deviation 

Standard deviation is a measure of the dispersion of a set of 

data from its mean. The more spread apart the data, the higher 

the deviation. Standard deviation is calculated as the square 

root of variance.  
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D. User Profile Generation 

For each user or employee there will be one profile. A 

profile is in this work consists with calculated degree of 

disorder for keystroke duration and digraphs of logins from 

one user, userID, password, and standard deviation of 

keystroke deviation. The users underwent several 

independent login sessions. This provides sufficient amount 

of data to undergo statistical and mathematical analysis, and a 

solid data foundation on which to base a profile created. 

After extracting the features User profile generated for 

user identification. Screenshot of a sample users profile is 

given below. 

 

VI. PERFORMANCE ANALYSIS 

For tracing the inter attacker real time keystroke data of 

user can be compare with the database to found maximum 

matching. For finding acceptable similarities different 

threshold values has set through experiment for different 

feature of keystroke credential.  

Two Graphs depicted below which shows FRR graph 

(starting from 100% going down to 0%) and the FAR graph 

(starting from 0% and going up to 100%) for establishing the 

methodology proposed. Experiment has done 40 no of user in 

different sessions. Based on their result analysis has done. 

The point where the FAR and FRR in the following graphs 

cross, is the best possible outcome of the test and treated as 

Equal Error Rate (EER) [12]-[13]. The standard deviation 

level in this point is at about 4 [14], and it will result EER of 

14%. 

 
Fig. 4. FRR and FAR on standard deviation values of keystroke. 

Graph depicted below shows EER result of 6% at threshold 

value of 0.25 [15] for duration disorder. 

 
Fig. 5. FRR and FAR on duration disorder values of keystroke. 

After combining all these three measures for final 

authentication we obtained final FRR and FAR of 14% and 4% 

respectively.  
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VII. CONCLUSION 

Internal threats include any harmful actions with data that 

violate at least one of the fundamental principles of 

information security (integrity, availability, and 

confidentiality) and originate from within a company’s 

information system. Proposed method verified and found 

effective for organization for recognizing insider attackers 

through experiment results. 40 numbers of user registered 

and found successful for detection of a particular credential 

matching. Experiments and earlier experiments of the first 

author showed satisfactory keystroke features to distinguish 

one biometric credential than another. Through this paper and 

analyzing the experiment results we recommended one 

effective countermeasure to detect insider attackers using 

keystroke biometric. 

 

VIII. FUTURE WORKS 

Keystroke dynamics is a behavioral biometrics. As other 

behavioral biometrics this also have few limitations like 

Dynamic change in typing style, User’s susceptibility to 

fatigue, expertization of typing, Change of keyboard, user 

mode while typing etc. So calculation of disorder and 

threshold value must be done in controlled environment.  

In this article we apply disorder calculation on keystroke 

duration and latency for tracing internal attacker. 

Organizations are getting challenged to maintain their 

information with safety among customer, own employees 

and other interested people. In this scenario this proposed 

may be extended to proper distribution and authorization of 

information by validating user based on their keystroke 

authentication. For better authentication this keystroke 

biometrics credential also can be combined with other 

security measures like other biometrics features. 
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