
 

Abstract—Cloud computing features can be applied in 

medical domain to make it useful for the society and extending 

this particular idea to android based mobile devices will help 

users to get diagnostic results quickly via mobile devices. The 

paper deals with the sample diagnosis of diseases which can be 

proven useful by tracking down its symptoms via the mobile 

and analysis by fuzzification of the classic symptom levels. It 

leads to the chances of getting awareness about the disease 

control before complications. Every individual is supposed to 

have unique symptoms that are to be stored in cloud database 

by using Daas feature. Conglomeration of cloud computing in 

mobile devices and fuzzy logic with compositional rule of 

inference applied to symptoms by medical experts leads to the 

results that can be feasibly derived at user’s mobile itself. All 

the symptom datas that are to be stored are maintained as 

encrypted texts in order to provide security, which are 

executed according to the Encryption Standards. 

 
Index Terms—Android os, cloud computing, fuzzy logic, 

security, symptoms. 

 

I. INTRODUCTION 

This is an age of incredible scientific advancements and 

variety, a world where outreach of the progress to humanity 

is limited. cloud computing is a framework by means of 

which virtualized infrastructure resources like medical 

database applications  are delivered as a service to 

customers by using a public network or private mobile 

networks of the physicians. The non trivial extraction of 

implicit, previously unknown, and potentially useful 

information from cloud database can be of great use in 

disease diagnostics. Mathematical analysis when applied on 

these cloud databases like medical information database can 

bring out facts about the onset diseases which are easier for 

physicians to take steps to cure or control them. This paper 

aims at extending the applications of cloud computing from 

the commercial applications to service oriented domains 

like disease predictions which could be useful for humanity. 

Cloud computing is creating revolutionary changes in 

medical database architecture, software and tools development, 

where imprecision and uncertainty plays a large role. In the 

last few years cloud computing technology has embarked on 

a new paradigm   in medical applications. Although cloud 

computing in medical field is only a different way to utilize 

the innumerable information about symptoms and diseases 

of varied patients, it has sparked a revolution in the way the 

medical experts retrieve information and render quick 

services via mobile devices. A single disease may exhibit 

different manifestations among different patients. A classic 
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symptom may not outwardly exhibit in certain cases. 

Sometimes a patient may not be able to clearly portray his 

symptoms pertaining to his problem. Although knowledgebase 

concerning the symptom-disease relationship constitutes 

one source of uncertainty in the diagnostic process, the 

profile concerning the true state of the patient constitutes 

another. The paper aims at linking of mobile cloud based 

medical databases formed in private cloud with 

mathematical predictions for accuracy in the diagnostic 

process. The knowledge provided by each of the patient 

carries with it varying degrees of errors. These models also 

form the basis for software supported medical expert 

systems, which are usually designed to aid the researchers in 

the medical domain for drawing valuable conclusions about 

the onset of dreadful diseases. 

 

II. FUZZY SET FRAMEWORK OF THE PROBLEM 

In this model, given the fuzzy set A of the symptoms 

observed in the patient and the fuzzy relation R representing 

the medical knowledge that relates the symptoms in set S to 

the diseases in set D, then the fuzzy set B of the possible 

diseases of the patient can be inferred by means of the 

compositional rule of inference 

 

B = A o R 

B (d) = max[min (A (s), R (s,d))] 

 

For each d  D. This max-min composition corresponds 

to the fuzzy conditional statement “If A is the set of 

symptoms then B is the predicted disease by relation R” [1]. 

The membership grades of observed symptoms in fuzzy set 

A may represent the degree of certainty of the presence of 

the symptom or its severity. The membership grades in 

fuzzy set B denote the degree of certainty with which we 

can relate each possible diagnostic label to the patient. 

 

III. FUZZIFICATION OF SYMPTOM LEVELS 

Here, we will determine the fuzzy occurrence and 

conformability relations from expert medical documentation.  

We assign membership grades of 1, .75, .5, .25, and 0 in 

fuzzy sets R0 and Rc for the linguistic terms always, often, 

unspecific, seldom, and never, respectively. 

Assume that the following medical documentation from 

cloud database via a mobile device exists, concerning the 

relations of symptoms s1, s2, and s3 to diseases d1 and d2: 

s1: never occurs in patients with disease d1and non-

specifically occurs with disease d2. 

s2: always occurs in patients with disease d1and never 

occurs with disease d2. 

s3: always occurs in patients with disease d1and never 

Medical Diagnostics Using Cloud Computing with Fuzzy 

Logic and Uncertainty Factors in Mobile Devices  

V. Aswin and S. Deepak  

Lecture Notes on Software Engineering, Vol. 1, No. 1, February 2013

117DOI: 10.7763/LNSE.2013.V1.26

mailto:aswinwin7@gmail.com
mailto:dpk.s92@gmail.com


occurs with disease d2. 

s1: non-specifically confirms with disease d1 and seldom 

confirms with disease d2  

s2: always confirms with disease d1 and never confirms 

with disease d2. 

s3: non-specifically confirms with disease d1 and never 

confirms with disease d2. 

A. Construction of Input Matrices for Mobile Cloud 

Database. 

We construct the following symptom-disease matrices of 

relations, 

 

R0 = 

1 2

1

2

3

     d   d

s 0.0 .5

s 1.0 0.0

s 1.0 0.0

 
 
 
 
 

 

Rc = 

1 2

1

2

3

     d   d

s .5 .25

s 1.0 0

s .5 0

 
 
 
 
 

 

 

Here we assume that we are given a fuzzy relation Rs 

specifying the degree of presence of symptoms s1, s2, and s3 

for three patients’ p1, p2, and p3 as follows from the sample 

mobile cloud medical database [2]. 

 

Rs = 

1 2 3

1

2

3

      s   s   s

p .5 1.0 .5

p .5 1.0 .25

p 1.0 0 .25

 
 
 
 
 

 

 

Using relations Rs, R0, and Rc, we can now calculate four 

different indication relations defined on the set P × D of 

patients and diseases.  

The first is the occurrence indication relation R1 defined 

as 

R1 = Rs ° Ro 

 

In our example, R1 is given by the following matrix: 

 

R1 = 

1 2

1

2

3

     d   d

p 1.0 .5

p 1.0 .5

p .25 .5

 
 
 
 
 

 

 

The conformability indication relation R2 is calculated by 

 

R2 = Rs ° Rc, 

R2 = 

1 2

1

2

3

     d   d

p 1.0 .25

p 1.0 .25

p .5 .25

 
 
 
 
 

 

The non-occurrence indication R3 is defined as 

 

R3 = Rso (1 - Ro) 

R3 = 

1 2

1

2

3

     d   d

p .5 1.0

p .5 1.0

p 1.0 .5

 
 
 
 
 

 

 

IV. DISCUSSION OF RESULTS 

Nowadays, technology is improving at incredible speed. 

People must be able to send their symptoms by wireless 

networks or mobile cloud computing without geographical 

tyranny of moving to a hospital at initial stages of the 

disease[4]. All we can do is to enjoy dabbling in the benefits 

that mobile technology brings into our lives by integrating 

cloud computing with medical diagnostics. 

Our sample diagnostic results from the trial data and 

mathematical modelling, therefore, seem to point to the 

1)  Disease1 predicted as d1 in patient p1 as 100% occurrence 

and 100% conformation probability from R1 and R2. 

2)  Disease2 predicted as d2 in patient p1 as 50% occurrence 

probability from R1 and 25% conformed from R2. 

3)  Disease1 predicted as d1 in patient p2 as 100% 

occurrence probability from R1 and 100% conformed 

from R2. 

4)  Disease2 predicted as d2 in patient p2 50% probable 

from R1 and 25% conformed from R2. 

5)  Disease1 predicted as d1, in patient p3 25% probable from 

R1 and 50% conformed from R2. 

6)  Disease2 predicted as d2, in patient p3 50% probable from 

R1 and 25% conformed from R2. 

Secondly we make an excluded sample diagnosis 

for a disease d in patient p if 
3Rμ (p,d) = 1. 

7)  Disease2 predicted as d2, in patient p1 100% not 

probable from R3and 100% not probable for p2. For 

patient p3 the disease d1 is 100% not probable from R3. 

Finally, we may include for patient p any disease d 

such that the inequality 

 

1 2R R.5 < max μ (p,d), μ (p,d) 
   

 

is satisfied. 

8)  For patient p1 100 % probability of disease d1. 

9)  For patient p2 100 % probability of disease d1. 

10)  For patient p3 25 % probability of disease d2and d1. 

 

V. ANALYSIS OF RESULTS 

The formulation of patient-symptom database, symptom-

disease occurrence database, symptom-disease conformability 

database could be taken from the mobile cloud database. 

From the four indication relations we may make a 

confirmed diagnosis of a disease d for patient p if
2Rμ (p,d)  = 

1 [3]. Secondly may make an excluded diagnosis for a 

disease d in patient p if. In our model excluded diagnosis for 

a disease d in patient p if 
3Rμ (p,d) = 1. e.g. disease d1 as a 
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possible diagnosis for patient p3. Finally, we may include 

for patient p any disease d such that the inequality  

 

1 2R R.5 < max μ (p,d), μ (p,d) 
   

 

is satisfied. These are samples which can be modified by 

respective medical researchers. 

TABLE I: PREDICTION OF DISEASES FOR PATIENTS P1, P2, P3. 

Patient 
Disease1:D1 

Membership Value 

Disease2:D2 

Membership Value 

P1 1 .25 

P2 1 .25 

P3 .25 .25 

1 1
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Fig. 1. Graphical representation of results 

 

VI. CLOUD FEATURES OVER MOBILE COMPUTING 

Cloud computing includes various aspects that helps us to 

link different hardware and software features of mobile 

computing. In this paper we have used application 

programming interface that facilitates us to connect Android 

operating system of the mobile devices in obtaining the 

disease symptoms with the cloud data storage concepts. 

Android is a software stack for mobile devices that includes 

an operating system, middleware and key applications. 

When the entity involved needs his data to be private or 

shared between two hosts, they can use private and hybrid 

clouds respectively. The fundamental features of cloud 

computing that are used here are as follows: 

IAAS: Hardware (Mobile), core connectivity. 

DAAS: Symptom data, fuzzified levels. 

PAAS: Integration and middleware (VMware) usage. 

SAAS: API (Java), data, Fuzzy logic, Applications. 

A. Software Implementation of Cloud 

The application programming interface  developed must 

have the ability to obtain symptoms given by the patients 

through mobile network which are stored in light weight 

database like Sqlite from where the data is transferred to the 

cloud global data base[5]. The medical database that is 

created over Sqlite must be transferred on to VMware 

platform. The virtual machines are managed using virtual 

centre server that manages multiple resources which are 

uploaded from each research laboratory in different parts of 

globe. It is all distributed over ESX server host and it is 

configured suitably so as to get the fuzzified symptom 

levels from each local domain. The data is stored in virtual 

centre database from the mobile database. 

 
Fig. 2. Software model for cloud computing 

VMware update manager helps to carry out and manage 

the changes that are made in the mobile databases to update 

the global database [6]. A specific set of users and groups 

are created and are maintained for android based mobile 

domain so as to bring protection over secured data. A set of 

access rights and privileges are given to the users. All the 

data can be exported to data centres and task scheduling is 

carried out in transferring the data from mobile to cloud and 

the domain is routed with host so that no discrepancies can 

happen while uploading parameter values from mobile 

devices to cloud. Individual identities as secure folders are 

maintained for every set of parameters that are uploaded by 

each community. Hence a resource pool is created to 

manage specific set of folder information. 

 

VII. HANDLING OF CLOUD FROM MOBILE DEVICES 

The fuzzy logic that is used above revolves around the 

symptom values that are provided via mobile devices. All 

these values are encrypted based on TDES algorithm and 

they are stored in local mobile databases. VMware now 

transfers the cipher text of symptom values from mobile to 

global cloud database. Any common user can check their 

diagnostic level can use public clouds. Public clouds are 

used when all the information is open and used by any 

entity which is meant to be unprotected. Only secure 

researchers formulate private/community clouds. When the 

doctors of different countries and patients want to interact 

they can use the same set of data by hybrid clouds. 

Now on studying the above enlisted fig.3 it is evident that 

symptoms are transferred and retrieved between the mobile 

domains. The symptoms obtained from mobile database are 

then promoted to the next level where they are stored in 

form of cipher text. The Software mode for fuzzy logics can 

be maintained in any host, now with the concept of cloud 

computing every other data from local domains are 

collected and by using Application Platform Interface the 

concept of fuzzy logic is applied over all symptoms finding 

the probability of occurrence of any disease. All these data 

and the final results contains information that must be 

protected hence they are all encrypted into cipher text and 

then they are stored in global database. This global database 

maintained in the cloud contains all its text in cipher code 

format which is to be converted into plain text using 

equivalent key. After decrypting this particular key  alone 

conversion of the cipher text into the equivalent plain text is 
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done , which is the symptom level in this context .They are 

stored in another database where values are all secure and 

access availability is provided in accordance to authentic 

users alone. 

 

VIII. SECURITY ISSUES 

The application of fuzzy logic is based on the levels of 

each parametric value, hence a vast array of values are to be 

maintained in the cloud database. All these values vary from 

patient to patient in such fashion that every value 

contributes to a significant character in computing the disease 

probability, every binary value is very important. Network 

administrators make a distinction between ciphers and codes. 

The Cloud Administrator can now view the data that is 

stored in the cloud database. In order to prevent even the 

administrator from knowing the actual parametric values we 

use TDES ALGORITHM which encrypts the actual plain 

text into cipher text. This particular cipher text is uploaded 

to the cloud database using specific key bundle. The 

physician or other clients in the receiving end will have the 

authorised equivalent key which converts the cipher text 

present in the database into plaintext. 

 

 

Fig. 3. Block diagram for security issues 

A. Sample Security Algorithm 

Triple DES comprises of three DES keys, K1, K2 and K3, 

each of 56 bits (excluding parity bits). 

1)  Keys for encryption 

Cipher text = EK3(DK2(EK1(plaintext))) 

i.e., DES encrypt with EK1=Encryption of key k1, 

DK2=Decryption of key K2,Ek3=Encryption of key K3. 

2)  Keys for decryption 

Plaintext = DK1(EK2(DK3(cipher text))) 

i.e., DES decrypt with DK3=Decryption of key k3, 

EK2=Encryption of key k2,DK1=Decryption of key1. 

3)  Sample coding for cloud database security  

import java.security.Security; 

import java.security.spec.AlgorithmParameterSpec; 

import javax.crypto.Cipher; 

import javax.crypto.KeyGenerator; 

import javax.crypto.SecretKey; 

import javax.crypto.spec.IvParameterSpec; 

Class MainClass 

{ 

public static void main(String args[]) throws Exception  

{ 

// Security.addProvider(new 

org.bouncycastle.jce.provider.BouncyCastleProvider()); 

SecretKey key = 

KeyGenerator.getInstance("DES").generateKey(); 

// for CBC; must be 8 bytes 

byte[] initVector = new byte[] { 0x10, 0x10, 0x01, 0x04, 

0x01, 0x01, 0x01, 0x02 }; 

AlgorithmParameterSpec algParamSpec = new 

IvParameterSpec(initVector); 

Cipher m_encrypter = 

Cipher.getInstance("DES/CBC/PKCS5Padding"); 

Cipher m_decrypter = 

Cipher.getInstance("DES/CBC/PKCS5Padding"); 

m_encrypter.init(Cipher.ENCRYPT_MODE, key, 

algParamSpec); 

m_decrypter.init(Cipher.DECRYPT_MODE, key, 

algParamSpec); 

byte[] clearText = "www.cloudsymptoms.com".getBytes(); 

byte[] encryptedText = m_encrypter.doFinal(clearText); 

byte[] decryptedText = m_decrypter.doFinal(encryptedText); 

System.out.println(new String(clearText)); 

System.out.println("Encrypted string of symptom is: "+new 

String (encryptedText)); 

System.out.println ("Decrypted string of symptom is: "+new 

String(decryptedText)); 

} 

} 

 

IX. CONCLUSION 

The world of mobile computing and medical research for 

saving humanity are two vital but completely independent 

domains in the present era. Cloud computing forms a bridge 

to interrelate these two heterogeneous domains to converge 

towards life saving applications. The medical diagnostics in 

the prediction of diseases can no longer be restricted to 

patients and medical experts in a particular geographical 

area alone. The collaboration of cloud computing experts 

with mathematical researchers have to work towards life 

saving applications by globalizing the data around the globe 

and submitting the same to medical experts for life saving 

conclusions .So the paper aims at the blending of medical 

experts, logical analyzers with cloud computing in mobile 

devices as a step towards a holy task of saving humanity 

with technocrats. 
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