
 

 

Abstract—Throughout past research undertakings, the use of 

formal specification techniques (FSTs) have been utilized to 

eliminate inaccuracies in semi-formal models used in 

model-driven software engineering. Semi-formal models of 

safety critical software systems were transformed into 

equivalent formal representations, where verification and 

validation was conducted using proof tools. The results of those 

studies derived a concrete set of specifications using the Z 

language in which constraints were placed on the software 

system for safe execution. These constraints included those on 

object attributes in addition to pre- and post-conditions on 

user-defined method signatures. The work here continues to 

unfold the potential for these Z specifications to be used in an 

approach for defining health and status monitors for safety 

critical software systems. This proposal is justified through an 

outline of the experience and knowledge gained from 

applications of forward and reverse engineering activities on a 

software system that was created to monitor unmanned aerial 

vehicles in unrestricted airspace operation. 

 
Index Terms—Formal specification, FST, requirements, 

validation, verification. 

 

I. INTRODUCTION 

Health and status reporting monitors (H/S) or System 

Health Management systems are developed from 

specifications that define boundaries on which a system can 

operate safely. These include but are not limited to strict 

specifications of the system’s components that prescribe 

optimal conditions for successful operation, boundary values, 

and points of failure. Health and status monitoring systems aid 

in preventing serious failures in safety critical software 

systems, as they continuously probe the status of the operating 

system to measure predefined safe states. Their main 

objective is to detect unsafe conditions and aid the operator of 

the system in mitigating such occurrences before the system 

enters a catastrophic, unrecoverable state [1]. In the operation 

of Unmanned Aircraft Systems (UAS) – categorized as a 

safety critical software system, H/S monitoring is crucial. 

Aviation systems of this nature must adhere to standards, such 

as the RTCA DO-178C for certification acceptance [2]. This 

standard encourages the use of formal methods as a means of 

meeting strict objectives of validation and verification of the 
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system being developed. 

In this report, the derivation of H/S monitoring 

specifications is obtained in the form of formal specifications, 

written in Z of the software monitoring unmanned aerial 

vehicles (UAV). The primary goal for conducting the formal 

specification transformation is to analyze the correctness of 

the UAV monitoring system. Subsequent to that exercise, the 

formal representation of the UAV monitoring system then 

becomes the specification for the development of a system to 

monitor the performance of the UAV monitoring system. The 

specifications identify the dynamic execution of user-defined 

operations via pre-post conditions extraction, which were 

used as key verification and validation indicators. 

The initially, untended use of the formal notation 

representation of a safety critical system is now being 

researched as a primary purpose for conducting formal 

specification transformation. This paper sets out the 

preliminary effort in this research area, and is directed at 

establishing a framework for carrying out this work that 

complies with the DO-178C compliance specification for for 

airborne software systems. 

The remainder of this report is as follows: the following 

section presents a background on health and status systems. 

The next outlines the methodology applied in this work. 

Section IV describes the case study of the work and the final 

section is a conclusion and statement of future work. 

 

II. BACKGROUND 

Health and status (H/S) monitoring systems are a genre of 

applications that report on the state of real time systems 

during execution. The purpose of H/S monitors is to inform 

the operators of the real time systems of any deviation from 

expected constraints of operation. In this manner, the 

operators may take action to avert any undesired situation 

arising. H/S monitors may be viewed as a subset of fault 

tolerant strategies [3], which are strategies that are aimed at 

mitigating system failure. The implementation of fault 

tolerant strategies requires the identification of deviation from 

desired operation parameters, and then the execution of 

remedial actions. Such remedial actions include graceful 

degradation of the system operation to complete shutdown. 

H/S monitors fulfil the first stage of fault tolerance by 

reporting deviation from desired operational parameters, thus 

leaving it up to the operator to activate any remedial action.  

Mahadevan, et al. [4] presented a view of Software Health 

Management techniques as a means to address “latent 

software defects” in operational systems. Their research 
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approach addresses both faults in hardware and software 

systems during operation. The authors in [4] assert that testing 

and even formal analysis may not detect all potential faults in 

system design and coding, and this is crucial in safety critical 

systems. This observation forms the justification for fault 

tolerant, health management, and H/S monitoring systems. 

Mahadevan, et al. [4] present their work, as a “…systematic 

extension of classical software fault tolerant techniques that 

aims at implementing the vision of self-adaptive software” [4]. 

The work presented in this paper differs from that of 

Mahadevan, et al. [4], in that this work is a derivative of 

conducting formal specification techniques and analysis on 

safety critical system, specifically that of the purpose of 

identifying potential faults in the design of the safety critical 

system. The H/S monitor that is so defined is passive and 

reports on the prevailing state of the operational system; 

highlighting any deviation from operational parameters to the 

operator. It is then the operator’s prerogative as to what action 

must be taken in response to any such notification. 

 

III. METHODOLOGY 

Model-based software development (MBD) [5] places 

software models as the primary artifacts of development. 

Models are abstractions of software implementations and can 

be used to show a particular view of a system (e.g., the 

communication between system components or real-time 

performance aspects). Precise models that abstract out 

irrelevant details enable clear documentation, automated 

analysis, efficient, simulation, testing, and automated code 

generation. The methodology employed in this work is a 

MBD that was derived to be compliant with DO-178C for 

avionic system development [2]. The MBD methodology 

employs the development of a series of Unified Modeling 

Language (UML) [6] requirement, design, and deployment 

models that are derived through a series of refinement steps. 

The focus here is on the class attributes constraints and pre- 

and post-constraints that are defined for the method signatures 

presented in the UML detailed design class diagram, in the 

form of formal specification notation. 

The formal specification notation used is the Z notation [7] 

and the methodology is described in [8]. The approach taken 

that of transforming the UML class diagram to the Z notation 

by applying the rules specified in [8]. A simple example of a 

UML class diagram is illustrated in Fig. 1. 
 

 
Fig. 1. UML class diagram. 

 

A. Formal Notation 

Formal specification has been in existence decades before 

the inception of UML. FSTs employ mathematical concepts 

and principles to describe software models with precision 

through rigorous analysis [7]. Employing FSTs is not a 

substitute for graphical software models; they are 

complementary. While formal models reveal inconsistencies 

and omissions, the informal model is a visually 

understandable version of the formal models. 

 A specification written in Z notation models the proposed 

system by naming the components of the system and 

expressing constraints between those components. Its formal 

basis enables mathematical reasoning, and hence proves that 

desired properties are consequences of the specification [9]. 

From these proofs, one can state that the system is behaving in 

a desirable or undesirable fashion, provided the specification 

is accurate and complete. 

System behavior should always be deterministic in the 

domain of safety critical systems. These software systems 

encompass numerous highly complex processing components 

and have high demands for reliability and accuracy. Due to 

the continuous use of UML in software development, there is 

a need to resolve the informal semantics of the models it 

produces. Transforming UML models into Z equivalences 

also provide formal analysis to accomplish verification and 

validation of software systems. The corresponding Z 

representation of the class diagram of Fig. 1 is presented in 

Fig. 2. 
 

 
Fig. 2. Z notation representation of class diagram. 

 

The FST requires the developer to select all class method 

signature (Class1Method) schemas and include the 

domain-specific constraints for its execution. This would be 

done in collaboration with a domain-expert. It is to be noted 

that the main purpose of the transformation of Figure 1 it to be 

able to analyze the formal representation of the system then 

provide correction feedback to the informal graphical 

representation, from which the code will be generated. The 

process is iterative and is aimed at deriving acceptable levels 

of formal and informal representations. 

Once the system has been implemented form the UML 

informal representation the formal representation then forms 

the specification for a health and status (H/S) system to 

monitor the domain application performance during its 

execution. The formal representation of the H/S specification 

is also developed under the guidelines of the DO-178C 

specification. 

B. Methodology Activity Diagram 

The methodology is presented as a UML activity diagram, 
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in Fig. 3. The format of the activity diagram includes the 

related DO-178C specification section number for 

traceability reference. 

 

 
Fig. 3. Activity diagram of DO-178C MBD methodology. 

 

The “Verify Low-Level Design 6.3” sub-activity event 

includes the formal specification technique activity that 

derives the Z notation representation of the domain system. 

The formalization process is in two parts. Inputs to “Verify 

Low-Level Design” are the UML models that have been 

developed and output from this sub-activity is the “Software 

Verification Result 11.4,” which includes the FST analysis 

results. The first phase deals with the formalization of the 

class diagram, excluding the method signatures. The second 

phase deals with the formalization of the method signatures 

and includes the Z schemas from the first phase of the 

formalization process. 

C. Formalization Rules 

The rules of the first phase of the formalization process, 

which converts the UML class diagram to the Z notation, are 

as follows [7]: 

1) Declare Basic Types, Composite Types and Global 

Variables, 

2) Establish Data Types for the Object Identity of each Z 

Schema, 

3) Define Attribute Schemata, 

4) Define Class Schemata, 

5) Define Identity Schema, 

6) Define Relationship Schemata, 

7) Define Parameter Schemata, and 

8) Define a configuration schema. 

An example of the implementation of one of the 

transformation rules is of the declaration of basic type, which 

is presented below: 

for each ENTITY in the UML class diagram; 

if ((entity TYPE != ℤ )||(entity TYPE != ℕ )) 

if (entity has declared type) then 

Basic Type is TYPE of entity 

else 

   Basic Type is ENTITY  

During the second phase of the transformation, some of the 

schemata defined in the first phase are included those of the 

second phase. The rules of the second phase of the 

formalization process are as follows: 

1) Define parameter schemata, 

2) Define method signature schemata, 

3) Update class schemata, 

4) Update configuration schemata. 

An example of the implementation of one of the 

transformation rules is of the declaration of basic type, which 

is presented below: 

for each parameter in the UML method signature; 

create a Z Parameter Schema; schema include 

parameter TYPE 

Upon completion of the two phases of the formalization, 

the Z representation of the system’s class diagram is then 

analyzed and detected errors are fed back to the informal 

UML class diagram for correction and reiteration of the 

formal transformation process. The process is illustrated in 

Fig. 4, as an UML activity diagram. The rationale for 

conducting the formalization in two phases is that under the 

MBD methodology, definition of the class method signatures 

is the last modeling task of the “Conduct Low-Level Design 

5.2.2” sub-activity. Consequently, formalization of the UML 

class diagram classes, attributes, and associations may be 

conducted before the method signatures are defined, or at the 

“High-Level Design 5.2.2” sub-activity. This would allow for 

the detection and correction of errors, by formal analysis, 

before the creation of method signatures. This is also 

advantageous from the point of view of manually review 

multiple pages of Z schemata. 

 

 
Fig. 4. UML activity diagram of formalization process. 

 

Fig. 4 has an input of a XML file representation of the 
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UML class diagram. The file is first validated to be in the 

correct XML DTD (document type definition) before it is 

parsed to extract the needed tokens (tag values) to generate 

the respective schema. Once the Z schemata file has been 

created then the developer may execute the available analysis 

tools on the Z schemata. 

 

IV. CASE STUDY 

A contract was awarded to the University of North Dakota 

(UND) – UAS Risk Mitigation Project to develop a system 

that monitors the operation of UAVs in US airspace. A 

prototype of the display system was created to extract 

requirements of interested stakeholders and was further 

enhanced with the design of graphical software models to 

expound on that objective. Due to the criticality of the system 

operations and the requirements that had to be met by 

governing standards (DO-178C), the graphical models 

created using the UML [5] had to be supplemented by more 

formal representations [7], [8]. Formal Specification 

Techniques (FSTs) were applied to the UML models through 

a combination of forward and reverse engineering. This 

activity entailed model transformation from UML to 

equivalent Z notations along with proofing of the latter to 

ensure correctness and consistency with the technical 

requirements. If the formal specifications yielded were 

complete, one could determine from them whether the system 

was behaving in a desirable or undesirable manner [10]. 

In this work, formal methods were applied on a simplified 

example to demonstrate the transformation process. The 

methodology was applied to the class diagram of component 

from the UAS Risk Mitigation System. The class diagram for 

this component contained 9 classes with a combined total of 

455 attributes, 16 associations (including hierarchical 

relationships) and their respective multiplicities. There were a 

total of 56 operations that were analyzed; as well as the pre 

and post conditions of their respective 63 local variables and 

28 parameters were evaluated. This derived 206 paragraphs in 

Z/EVES, which included the declaration of schemata, basic 

types, and axiomatic definitions. Some errors which were 

discovered included: improper use of data types to handle 

data of a certain nature (for example, using strings to store 

numerical values that may be used in calculations), 

inconsistent data type declarations of similar variables, 

improper variable assignments and storage across functions, 

parameter/attribute conflicts, among other errors that are not 

detected in typical software testing. 

The application of the steps, outlined in the methodology, 

enlightened us on pragmatic approaches to applying formal 

methods in the verification and validation of other 

components in the project. The work effort, however, was 

very tedious which resulted in sporadic human errors in the 

specification. Consequently, there is need for a tool to support 

and simplify the formalization process. This will alleviate the 

workload, as well as reduce the possibility of human errors in 

the specification. 

A Z schema is illustrated in Fig. 5, as being composed of 

schema name and two sections. The first (upper) section of the 

schema consist of the schema declarations, and the second 

(lower) section of the schema consisting of the constraints that 

are defined on the content of the declaration section. 

 

 
Fig. 5. Z notation schema description. 

 

Fig. 6 illustrates a subset of the Z schemata of the case 

study. The components are Airspace_Attributes, 

Airspace_Classifier, Airspace_OID, Airspace_Collection, 

Position_Attributes, Aircraft_Classifier, Aircraft_OID, 

Aircraft_Collection, and Airspace_Aggregate_Aircraft. The 

operations that change the state of the system within this 

component are showed, as well as how and what those values 

are changed to after operation execution. An example of this 

is in the definition of Aircraft_OID, wherein the “delta” icon 

stipulates that the schema may change the state of the system. 

The Z schema expresses the constraint that the aircraft_oid’ 

(with the prime designation) at the end of execution of the 

system, must be equal to the aircraft_oid (without the prime 

designation) at the start of execution of the system. Another 

example of formal specification constraints that are used in 

defining specification for a H/S monitoring system illustrated 

in the Airspace_Aggregate_Aircraft schema; herein the 

constraint establishes the domain (dom Rel), range, (ran Rel) 

and multiplicities (mult1, mult2) of the association ends for 

the relationship (Rel) between the Airspace and Aircraft 

classes from the system class diagram. 

During execution of the UAS application, the H/S system 

will monitor all aircraft_oid values either in an event driven 

manner (when the values’ locations are accessed) or in a 

periodic manner to test for a change in value. If a change 

occurs in any of the aircraft_oid values then the H/S system 

would report on this change. Similarly, during execution of 

the system, if the number of associations between an object of 

the Airspace class, and the associated members of Aircraft 

class (and vice-versa) the H/S system would report on this 

violation. It is important to note that the main function of the 

H/S system is to detect and report violation in the established 

constraints for acceptable operation of the system; the H/S is 

not intended to correct or mitigate any such violations. The 

reporting action of the H/S system may be sent to the system 

being monitored or to the operator of the monitored system 

for corrective action to be taken. 

H/S monitors can extract relevant information on a 

software system given that their specifications are formally 

written in the same manner as demonstrated above. By 

explicitly stating all allowable values of the program with 

unambiguous determination of safe execution of all 

operations within the system, the H/S can use these 

specifications as the rules of ‘safety’. Implementation of these 

rules into a continuously running monitor embedded in a 

safety-critical software system can detect violations for early 

system recovery. There are many cases of real world 

situations, wherein the presence of an H/S system would have 

had a significant impact on the results of system failure. 

A. Potential Benefits 

The official investigation report of the Air France flight 
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447 accident [12] that was conducted by the BEA (Bureau 

d'Enquêtes et d'Analyses pour la sécurité de l'aviation civile), 

which is the French authority responsible for safety 

investigations into accidents or incidents in civil aviation, 

points to a number of factors contributing to the accident. 

Included among these are issues related to the safety-critical 

softwaresystems. 

 

  
Fig. 6. Subset of case study schema. 

 

The report concludes, “The occurrence of the failure [“total 

loss of airspeed information”] in the context of flight in cruise 

completely surprised the pilots of flight AF 447.” [12] The 

report further identifies that one of the events contributing to 

the events that led to the accident was the “lack of a clear 

display in the cockpit of the airspeed inconsistencies 

identified by the computers.” Those statements from the 

report implies the need for the deviation from normal 

operation parameters in safety-critical systems to be 

communicated to the operators in order that the appropriate 

remedial action to be taken. This is the goal of H/M systems as 

presented in this report. 

 

V. CONCLUSION 

In this report, a preliminary novel approach to specifying 

the requirements for a system to monitor the health and status 

(H/S) of safety critical system during execution has been 

presented. This approach was derived from work being done 

in formalizing the representation of safety system design in 

order to analyze the design of the system and carry out 

corrective action on the system design. This formal 

specification technique is done for developing the safety 

critical system in the most rigorous manner towards being 

able to state quantifiably its operation limitations. The 

experience to date on this project is that it is a useful and 

productive exercise and it is expected that the outcome of this 

work will be on that will be applicable in the domain of 

avionic software systems. Avionic software systems are those 

wherein software development processes and products have 

to satisfy government standards such as the RTCA Do-178C 

Software Considerations in Airborne Systems and Equipment 

[2].  

Currently, work is continuing in developing an H/S monitor 

for the UAS Risk Mitigation System in three phases. The first 

phase is the development of tools to automate the 

transformation that produces the formal Z notation 

representation from the informal UML models. This work 

was initially started by [11]. As was previously stated, the 

subset of the full UAS class diagram that contained 9 classes 

with a combined total of 455 attributes, 16 associations 

(including hierarchical relationships) and their respective 

multiplicities derived 206 paragraphs in Z/EVES. This was 

conducted manually. The complete UAS system class 

diagram contains in excess of 83 classes. It is thus evident that 

a manual transformation would be counter-productive and is 

besieged with human errors. 

Future Work 

The second phase is aimed at completing the formal 

specification representation of the UAV airspace system, 

analyzing this formal specification, and correcting the UML 

class diagram model from which the formal specification was 

derived. This activity will then produce a comprehensive set 

of Z notation schema representation of the UAS system, from 

which the H/S monitoring system may be developed. 

The third and final stage of the continuing work is that of 

actually developing the H/S monitor system. This is a 

challenging exercise, in respect to the fact that the system is 

being developed from a set of formally specified requirements. 

This challenges the application of the model-based 

development approach being used in to the UAS system. 

Currently the research effort is still being conducted 

concurrently at the phases one and two stages, with planning 
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for the third phase underway. The model-driven methodology 

employed on this project has been developed to comply with 

the RTCA DO-178C specification [2] that governs the 

development of object-oriented software systems for airborne 

operational systems. 
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