
  

 

Abstract—Cloud computing is one of the most promising 

environments in the current computing scenario. Its 

applications are not only confined to the scientific arena, but it 

has been a dominating business enhancement technology for 

the last few years. The attachment of a big number of users at 

every instance of time to cloud causes the evolvement of a 

robust resource management system. Cloud users may request 

for the execution of real time as well as non-real time 

computing applications and therefore, they seek reliable and 

timely fulfillment of their submitted requests. This paper 

presents the algorithm to respond the users’ requests in cloud 

with high reliability and within the due amount of time. The 

algorithm utilizes the concept of Cooperative Computing 

System (CCS). Average task delay for a simulation session is 

used as the performance metric to evaluate the algorithm. 

Results show that the proposed algorithm gives promising 

results for the real time as well as non-real time dynamic 

workloads.   

 
Index Terms—Cloud computing, cooperative computing 

system, reliability, fault tolerance, service priority, backfilling. 

 

I. INTRODUCTION 

Cloud computing is the internet based technology where 

geographically scattered resources are integrated together 

through high speed networks. It utilizes the concept of 

resource virtualization and the resources in it follow a 

common protocol [1], [2]. Resource autonomy, decentric 

control, horizontal and vertical scalability, availability, and 

dynamism are some of the important characteristics of cloud 

computing [3]. These characteristics make the cloud 

computing as an obvious choice for resource access in the 

scientific as well as commercial domains. Many renowned 

organizations around the world such as Amazon, Microsoft, 

Google and IBM etc. have implemented their own clouds 

for providing cloud services to the consumers [4], [5]. Cloud 

computing is also used by various low level organizations as 

well. Cloud computing utilizes Service Oriented 

Architecture (SOA) protocols in order to provision the 

resources to the demanding users [3], [6]. Attributed to the 

wider scope of cloud computing, a large number of users’ 

requests have to be responded. These requests are dynamic 

in nature [7]. Therefore, robust resource provisioning 

mechanisms are needed in cloud. Various resource 

provisioning mechanisms have been evolved in the past. 
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Primary backup, task replication and check-pointing are 

some of the techniques used by different researchers in 

cloud [3]. Primary backup technique considers two 

resources for the execution of a single task. Task is 

scheduled on one resource called the primary resource while 

the other resource called the standby resource provides the 

backup. The standby resource takes up the execution if the 

primary resource fails [8]-[10]. In task replication technique, 

task is executed in parallel on multiple resources. All the 

resources remain dedicated to the single task until any of 

them completes its execution [11]-[13]. Task replication 

emphasizes on reliable task execution, but in turn increases 

the execution overhead by a considerable amount [9]. 

Check-pointing periodically saves the execution state of the 

task [14]. If the resource executing the task fails, task is 

migrated to an alternative resource which resumes the 

execution of the task from the latest saved state. The 

Cooperative Computing System (CCS) proposed in [9] is 

another framework to achieve a reliable task execution in 

grid computing environment. Fig. 1(a) shows the grid 

scenario and Fig. 1(b) shows the CCS in grid scenario to 

execute a task.  For CCS details refer paper [9]. In this paper 

CCS framework is used to execute the tasks in cloud 

computing. The suspended tasks are reconsidered for 

execution in CCS using the backfilling approach. 

Rest of paper is organized as follows. Section II 

introduces the concept of task backfilling. A brief review of 

the related work is given in Section III. Section IV presents 

the proposed framework. Section V includes the proposed 

algorithms. Simulation results are discussed in Section VI. 

Last section concludes the paper and proposes the future 

work.  

 

II. TASK BACKFILLING 

Task backfilling is a scheduling policy aiming to increase 

the utilization of the computing resources [15]. In task 

backfilling a low priority task can be executed before a high 

priority task if enough resources are not available to 

schedule a high priority task. However, the high priority task 

cannot be preempted for more than a threshold period 

because the high priority task may starve due to backfilling 

[16]. Therefore, in a high performance computing (HPC) 

environment where the tasks with real time constraints are 

being executed, the fairness must have to be maintained. 

However, in case of unavailability of the required number of 

resources for scheduling the high priority task (task with real 

time constraint) the performance can be optimized by 

scheduling the low priority task. The concept of backfilling 

is frequently used in parallel job scheduling. D. A. Lifka 

used it to design a scheduling system in 1995 which became 
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popular by the name EASY backfilling [16]. The EASY 

backfilling has been used and improved through the years in 

many researches. Authors in [7] implemented backfilling by 

taking system generated values in load. Moreover, authors 

in [17] further exploited some loopholes of EASY and 

modified it to PV-EASY. 

 
                                         (a)                                                               (b) 

Fig. 1. (a) A grid scenario (b) CCS containing three resources. 

 

III. RELATED WORK 

Cloud computing environment is susceptible to faults due 

to its inherent characteristics cited in section I. Human made 

faults, unreliable software and hardware, virus attacks, etc. 

are the further reasons of faults in cloud [18]. The 

occurrence of faults in any system degrades its reliability. 

Many approaches are deployed to overcome the faults and 

improve the reliability of the system. In an environment like 

cloud, proactive as well as reactive approach may be 

deployed to deal with faults. The popular proactive 

approaches are fault forecasting and fault prevention. The 

popular reactive approaches are fault tolerance and fault 

removal [19]. Fault tolerance approach is applied in most of 

the researches in cloud computing. One of the reasons 

behind this is the high resource availability in cloud 

environment. Proactive approaches have the associated 

overheads.  

CCS uses the fault tolerant approach to provide service 

reliability to the primary tasks. The various causes of faults 

and the concept of anti-fragility in cloud computing 

environment are discussed in [18]. Authors in [20] proposed 

an adaptive fault tolerant approach towards resource 

provisioning and considered the communication delay while 

allocating the resources to the applications. Authors in [21] 

proposed a fault tolerant scheduling algorithm for workflow 

applications in cloud. They discussed various pricing 

models in cloud and used the spot instances to avoid 

resource wastage. Authors in [22], [23] have also worked 

upon the fault tolerant approaches. The various causes of 

fault are also discussed in [22].  

 

IV. PROPOSED FRAMEWORK 

CCS assumes that the low priority tasks are being 

executed on ACTIVE STANDBY resources in the 

background. The secondary task of an ACTIVE STANDBY 

resource may be suspended in order to maintain the 

reliability of execution of the primary task. A primary task 

may be suspended only in the rare circumstances when all 

the resources in CCS fail. In this paper an algorithm is 

presented by which different priority tasks can be executed 

through a CCS. The mechanism of task reconsideration is 

used to execute the suspended tasks in CCS.  

CCS is a reliable task execution technique for the grid 

computing scenario. In this paper the scope of CCS is 

broadened to execute the different priority tasks in cloud 

computing. The workflow of the proposed framework is 

briefly shown in Fig. 2. The four basic components it 

contains are task receiver (TR), resource manager (RM), 

task scheduler (TR) and the report generator (RG). The TR 

receives the task, initializes its various associated variables 

after a formal pre-examination and passes it to the RM. RM 

creates the CCS on the basis of task priority.  

In this paper we consider three priorities of tasks viz. 

HIGH, MEDIUM and LOW as used in [24]. If the priority 

of arrived task is HIGH, RM will constitute the CCS by 

including the desired number of nodes in it. For lower 

priority task (MEDIUM and LOW) only a single resource 

will be located by the RM. RM is assumed to be ideal 

(which never fails). It is assumed to be connected with all 

the cloud resources throughout the session. After locating 

the desired resources (either CCS or single) task is 

scheduled for execution by the TS. 

 

 
Fig. 2. Proposed workflow model. 

 

In CCS task is scheduled by organizing the nodes as 

ACTIVE and ACTIVE STANDBY. RG generates the 

simulation report by updating various environment variables. 

The algorithms used in the proposed framework are given in 

section V. The main events used in the algorithm are the 

arrival of task, failure of computing resource, migration of 

task and the reconsideration of suspended tasks. Only a 

. . 
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HIGH priority task can migrate in the proposed framework 

in the event of failure of the resource executing the task. 

Lower priority tasks get suspended during the failure of the 

corresponding resource executing these tasks. For the 

migration of a HIGH priority task, its CCS is traversed first. 

The aim is to find either an idle resource or a resource 

executing the task of lowest priority. This approach 

maintains the respective priority of execution of the tasks. 

The concept of task backfilling is applied in the handling of 

task reconsideration event. At the occurrence of this event, 

waiting queue is sorted first according to the priority (HIGH 

to LOW) and then the tasks are reconsidered for execution. 

Lower priority tasks can only backfill higher priority tasks if 

the fairness isn’t violated [14]. 

 

V. ALGORITHMS 

CCS_Backfill algorithm is proposed. The important 

events called in CCS_Backfill are task arrival, node fail, 

task migration and task reconsideration. The taskArrival 

algorithm takes the incoming task as input, does various 

initializations of the task related attributes, forms the CCS 

and schedules it. Failure of node is considered as a fault in 

the simulation session. The nodeFail algorithm describes the 

possible action to be taken in the event of a fault. It takes the 

failed node as the input. Migration of task is one of the 

consequences of fault occurrence. Algorithm taskMigration 

describes the migration of HIGH priority task in the 

framework. Whenever a task departs or a node which was 

previously unavailable becomes available, the task 

reconsider event comes into action. Task reconsider event is 

implemented using taskReconsider algorithm. The 

suspended tasks in waiting queue are considered as the input 

to the algorithm. 

A. Algorithm 1 (CCS_Backfill) 

1. Start simulation 

2. If all the tasks completed 

a. Stop simulation 

b. Generate report 

3. Else if event is task arrival 

a. taskArrival(); 

b. Go to step 2 

4. Else if event is node fail 

a. nodeFail(); 

b. Go to step 2 

5. Else if event is task migration 

a. taskMigrate(); 

b. Go to step 2 

6. Else if event is task reconsideration 

a. taskReconsider() 

b. Go to step 2 

7. End if 

B. Algorithm 2 (taskArrival(task)) 

1. Receive task and examine its priority 

2. If priority is HIGH 

a. Calculate CCS nodes and form CCS 

b. If CCS is formed 

i. Schedule task 

ii. Update the status of nodes in 

CCS 

c. Else 

i. Suspend the task 

d. End if 

3. Else 

a. Set CCS node to 1 and form CCS 

b. Repeat steps 2.b – 2.d 

4. End if 

C. Algorithm 3 (nodeFail(node)) 

1. Examine the node  status 

2. If status is ACTIVE 

a. If nodes are available in CCS 

i. taskMigrate(task); 

b. else 

i. Suspend the task 

c. End if 

3. Else 

a. If the node executing some task 

i. Suspend the task 

b. End if 

4. End if 

D. Algorithm 4 (taskMigrate(task)) 

1. For each node in CCS do 

a. Search for a free node 

b. If found 

i. Schedule task on it update its 

status 

c. Else 

i. Search a node executing 

minimum priority task 

ii. Repeat step 1.b 

d. End if 

2. End for 

E. Algorithm 5 (taskReconsider(waiting_queue)) 

1. Sort the waiting queue in decreasing priority order 

2. For  each task in waiting queue do 

a. Form CCS 

b. If CCS is formed 

i. Schedule the task 

ii. Update the status of nodes in 

CCS 

c. Else 

i. For each task down in the waiting 

queue do 

1. If remaining time is 

lesser than threshold 

time 

a. Backfill the 

task 

2. End if 

ii. End for 

d. End if 

3. End for 

 

VI. SIMULATIONS AND RESULTS 

The presented framework may be used for three 

conditions (overloading, normal and underloading). In 

overloading condition the number of tasks exceeds the 

number of resources. In normal condition the number of 

tasks match with the number of resources and in 

underloaded condition the number of resources exceeds the 

number of tasks. In this paper the results are obtained for 
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overloaded condition. 500 tasks are executed on 250 virtual 

resources in different simulation runs. Average task delay is 

obtained for HIGH, MEDIUM and LOW priorities for 

different mean task durations as shown in Fig. 3 to Fig. 5. 

Results are obtained by repeating the simulation runs for 

different resource failure rate. Fig. 3 to Fig. 5 plots the 

results for resource failure rate as 2 per hour, 3 per hour and 

6 per hour respectively.  

Figures show that as the mean task duration increases, the 

delay in lower priority tasks (MEDIUM and LOW) 

considerably. This is due to the backfilling of the lower 

priority tasks in CCS.  However, the delay in HIGH priority 

tasks slightly increases because these tasks are migrated for 

more number of times during the lifespan. Average delay for 

all tasks (TOTAL task delay) also decreases with the 

increasing mean task duration. 

 

 
Fig. 3. Plot of Average Task Delay at resource failure rate = 2 per hour. 

 

 
Fig. 4. Plot of Average Task Delay at resource failure rate = 3 per hour. 

 

 
Fig. 5. Plot of Average Task Delay at resource failure rate = 6 per hour. 

 

VII. CONCLUSION 

Service reliability is one of the most important demands 

to any user. Every user seeks a timely response from the 

system. In a failure prone cloud environment service 

reliability may be achieved by inducing the mechanisms of 

fault tolerance. In the presented paper, the CCS framework 

is used for the priority based task execution in cloud 

computing. The presented results prove that the CCS is an 

efficient, fault tolerable and reliable technique of task 

execution in cloud. In the presented research the CCS 

framework earlier deployed for grid computing is 

customized for cloud environment. The application of 

backfilling in CCS gives the appropriate fairness to the 

suspended HIGH priority tasks while enhancing the 

performance of secondary tasks. In the present study the 

results are obtained for overloaded condition only. In the 

future CCS will be tested for underloaded and normal 

condition. Besides average task delay the other performance 

evaluation metrics like system throughput and reliability 

will also be tested in the future work.  
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